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Abstract

The proliferation of DeepFake has engendered widespread so-
cietal concerns, positioning its detection as a pressing imper-
ative. Although existing studies have utilized single-subject
EEG to distinguish between real and Al-generated content
(AIGC), there is still a lack of research exploring dual-brain
EEG and multimodal experimental paradigms. This study in-
troduced a novel experimental paradigm, employing EEG hy-
perscanning to construct a dyadic EEG dataset for AIGC de-
tection. This study employed inter-subject correlation (ISC)
analysis to investigate the differences of interpersonal neu-
ral synchronization (INS). Additionally, this study proposed
a novel neural network model named Squeeze-and-Excitation
Depthwise Separable Convolution (SEDSC) for predicting the
authenticity of real vs. AIGC. ISC analysis revealed appar-
ent differences in INS under different modalities, valences,
and animacy. Specifically, across the four frequency bands,
both text and audio modalities elicited higher inter-brain syn-
chronization under real materials than under AIGC materi-
als. SEDSC utilized the phase locking value to assess inter-
brain functional connectivity and weighted the inputs from
four frequency bands before feeding them into the network for
classification. This approach achieved a classification accu-
racy of 92.42% in distinguishing real from fake content. This
study designed a new experimental paradigm and constructed
a dataset, confirming that there were evident differences in INS
during tasks involving real and AIGC materials. Furthermore,
SEDSC successfully predicted the authenticity of the content.

Keywords: Hyperscanning, EEG, AIGC, Deep Learning,
Neural Synchrony

Introduction

With the rapid development of generative Al technology, it
has demonstrated excellence in Al generated content (AIGC)
such as image generation, text creation, and speech synthe-
sis. The widespread application of AIGC has also introduced
various potential social risks and harms (Busacca & Monaca,
2023; Tidler & Catrambone, 2021). Existing researches have
shown that traditional visual perception are insufficient to ef-
fectively distinguish between real and AIGC. This challenge
becomes particularly evident when confronting increasingly
realistic DeepFake audio, as modern deep learning and ma-
chine learning algorithms struggle to differentiate between
fake and real-world generated audio (Salehi et al., 2024). This
issue has serious societal implications, as in the digital age,
online communication is susceptible to being infiltrated by
counterfeit content, especially when face-to-face interaction
is not involved. This challenge extends beyond audio and af-
fects images as well (Duffy et al., 2024). For instance, the

widespread concerns surrounding Al-based face-swappingglo

and facial synthesis technologies have not only caused dis-
tress to individuals but have also undermined public trust in
the authenticity of information (Nirkin et al., 2021; Rana et
al., 2022; Huang et al., 2023). Therefore, in addition to en-
hancing the discriminative capabilities of machine learning or
neural network models, exploring alternative approaches for
DeepFake detection becomes increasingly crucial.

Electroencephalography (EEG) enables real-time monitor-
ing of electrical activity with millisecond-level temporal res-
olution. By placing electrodes on the scalp, EEG captures the
electrical activity of cortical, providing an important tool for
investigating human cognitive processes (Cohen, 2017). EEG
has garnered attention for its potential application in Deep-
Fake detection (Eiserbeck et al., 2023).

In 2022, Moshel combined DeepFake images with real im-
ages and designed a novel single-subject EEG paradigm. In
their study, they presented faces, bedrooms, and bicycle im-
ages, and successfully decoded the brain activity related to
AIGC faces (Moshel et al., 2022). In 2023, Tarchi took a
different approach by designing DeepFake images with emo-
tional content, not only exploring faces and non-faces but also
investigating the EEG differences between DeepFake and
real-world materials from an emotional perspective (Tarchi
et al., 2023). Furthermore, another study highlighted that,
despite the limitations of current deep learning and machine
learning techniques in distinguishing real and fake content,
EEG can be effectively used to differentiate between genuine
and fake audio (Salehi et al., 2024).

It is worth noting that most existing studies are based
on single-subject experiments, with limited diversity in the
materials used, which restricts the generalizability of their
findings. The present research employs the EEG hyperscan-
ning technique to investigate whether there are differences in
brain activity between two individuals when exposed to real
and AIGC. Hyperscanning has been widely applied in multi-
agent interaction scenarios, such as joint decision-making,
cooperation-competition tasks, and verbal interaction (Chen
et al., 2024; Balconi & Vanutelli, 2017; Balconi et al., 2018;
S. Hu, Zhang, et al., 2023; Li et al., 2024), but there is lim-
ited research utilizing naturalistic stimuli in hyperscanning
paradigms (Babiloni & Astolfi, 2014). Naturalistic stimuli,
compared to highly controlled artificial stimuli, have greater
ecological validity and are better suited to evoke real-world

perception and cognition processes. For instance, visual stim-
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uli often contain rich color and texture information, while au-
ditory stimuli may involve complex tonal, rhythmic, and se-
mantic content (Sonkusare et al., 2019). This research aims to
explore the interpersonal neural response differences to real
versus fake content, aligning more closely with real-world
scenarios.

Given the scarcity of relevant datasets and the lack of prior
research on EEG hyperscanning studies in this domain, we
first designed an experimental paradigm incorporating differ-
ent conditions and recorded EEG to construct a dataset. This
research proposed two approaches for analysis. First, an inter
brain synchrony based approach was employed for DeepFake
detection, utilizing appropriate synchrony metrics such as the
inter-subject correlation analysis introduced by Hasson et al.
(2004). These synchrony measures were analyzed to uncover
the cognitive neural mechanisms underlying the viewing of
DeepFake and real materials. Second, a deep separable neural
network based on the squeeze-and-excitation attention mod-
ule (SEDSC) was constructed to predict the authenticity of
content using hyperscanning data. In Wang’s study (Wang et
al., 2023), the four input channels were stacked without con-
sidering the distinct neurocognitive contributions of different
frequency bands. To address this, our study introduced chan-
nel weighting during feature extraction, allowing the network
to learn the relative importance of each frequency band. The
weighted channels were then spatially stacked and fed into
the network for classification, enhancing the model’s ability
to distinguish real from AIGC based on EEG synchrony. This
study constructed a hyperscanning EEG dataset and provided
robust neurocognitive evidence that dyads exhibited obvious
divergences in inter-brain synchrony when processing real
versus AIGC stimuli, with real stimuli consistently induc-
ing higher levels of neural synchrony. Furthermore, lever-
aging the proposed SEDSC model, we successfully achieved
binary classification between real and AIGC conditions, at-
taining a high classification accuracy, thereby demonstrating
the model’s efficacy in distinguishing between authentic and
AIGC based on inter-brain synchrony dynamics.

Methods
Design

The experiment employed a within-subjects design to explore
how dyadic EEG signals could differentiate between real and
DeepFake materials. The experimental conditions were ma-
nipulated across three key factors: (1) Stimuli modality, (2)
Valence, and (3) Animacy. The selection of modality, va-
lence and animacy as research factors aims to explore the
differences in neural activity between real and AIGC from
multiple dimensions. The primary task for participants was
to assess the authenticity of various materials presented to
them. These materials included images, texts, and audio
clips, which were either real or AIGC. Participants were
asked to identify whether each stimulus was real or fake based
on their subjective evaluation. The Modality factor included
three levels:images, texts, and audio. The Valence factor en-

compassed three levels: positive, neutral, and negative. The
Animacy factor distinguished between objects with humans
and objects without humans (OWH and OWOH) based on
the nature of stimuli. OWH included human faces, speech
sounds, and texts involving conversations. OWOH included
photos of everyday objects, natural sounds, and texts with-
out any descriptions of people or conversations. Thus, the ex-
periment featured a 3 (Modality: Image, Text, Audio) x 3
(Valence: Positive, Neutral, Negative) x 2 (Animacy: OWH,
OWORH) design.

Participants

30 pairs of participants (N = 60) were initially recruited for
this study, with two pairs excluded due to data quality issues,
resulting in a final sample of 28 pairs. Participants were all
right-handed, and aged 24.3 4-3.2 years. The samples were
balanced in terms of gender, with 15 males and 15 females.
All participants had normal or corrected-to-normal vision, no
history of neurological disorders, and were not under the in-
fluence of alcohol or drugs prior to the experiment. Informed
consent was obtained from each participant, in accordance
with ethical guidelines approved by the institutional review
board. Each participant underwent the experiment in pairs,
and the sessions were conducted in a controlled quiet envi-
ronment. All participants were master degree candidates, with
only minimal differences in their ability to distinguish AIGC.

Stimuli

To enhance the ecological validity of experimental paradigm
and better approximate a naturalistic stimulus framework, the
selected materials were grounded in real-world contexts, en-
suring alignment with daily cognitive and perceptual experi-
ences. The AIGC models were evaluated by a panel of twenty
individuals to ensure the plausibility of their outputs and com-
parability to real materials.

Image The image stimuli were categorized by animacy
(OWH vs. OWOH) and Valence (positive, neutral, nega-
tive). For real OWH images, we used the Radboud Faces
Database (Langner et al., 2010), which provides high-quality,
emotionally expressive human faces, balanced for gender
and varied in lighting and pose. For real OWOH images,
we selected photos from the Gottingen Affective Picture
Database (Dan-Glauser & Scherer, 2011), which contains
high-resolution images of objects and natural scenes, cate-
gorized by emotional valence. For AIGC OWH images, we
used the Generated Photos platform to generate realistic,
customizable human faces matching the required emotional
valence (positive, neutral, negative). AIGC OWOH images
were generated using Stable Diffusion (Rombach et al.,
2022), a latent text-to-image diffusion model, to create pho-
torealistic images of OWOH subjects that aligned with the
desired emotional tone. All images, both real and generated,
were carefully balanced for visual attributes such as gender,
background color, size, lighting, and resolution to ensure
consistency across conditions.
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Figure 1: Experimental Paradigm. The experiment first con-
ducts an image task, followed by an audio and text task. Each
task consists of twelve groups, with the first six groups being
real materials and the last six groups being AIGC materials.
Each stimuli task followed by a real vs. fake judgement task.
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Audio For real OWH audio, we selected three monologues
reflecting different emotional valences (positive, neutral, and
negative), each designed to replicate natural, real-life scenar-
ios. This approach ensured that the content and emotional
expression were aligned with everyday speech habits. In con-
trast to conversational dialogues, we focused exclusively on
monologues to maintain consistency across conditions. The
emotional content and tone of these monologues were evalu-
ated through ratings from a panel of 20 individuals to ensure
accurate emotional expression. For real OWOH audio, we se-
lected natural or environmental sounds, such as traffic noise,
drilling, and flowing water, and similarly evaluated them for
emotional valence. For AIGC OWH audio, we used Reecho
Al, a sophisticated model capable of generating human-like
music. Emotional speech matching the valences of the real
stimuli was produced to ensure consistency. AIGC OWOH
audio was created using Stability Al, a platform that generates
realistic audio from real sound samples. Both AIGC audio
types were carefully matched with the real stimuli in terms
of tone, emotional content, and speaker characteristics. All
audio stimuli were balanced for key factors such as speaker
number, tone, and content, ensuring consistency across con-
ditions.

Text For real OWH text, we selected excerpts from three
short novels by Mo Yan, a Nobel laureate known for his dis-
tinctive blend of magical realism and Chinese folklore. The
excerpts were categorized into different emotional valences
(positive, neutral, negative) based on ratings from a panel
of 20 individuals. For real OWOH text, we used works from
three literary masters: Gu Qingsheng, Yu Gongjin, and Lao
She. These texts were similarly rated for emotional valence.
AIGC OWH and OWOH texts were written by ChatGPT-4.0,
instructed to imitate the selected authors’ writing styles while
ensuring the content were original and different from the real
texts. We also maintained consistency in factors such as word
count and stylistic elements, matching the original works’
tone and structure.

Procedure

The experimental paradigm is illustrated in Fig 1. The ex-
periment was conducted in a quiet, comfortable environment,
where two participants sat side by side. And after signing the
informed consent, both participants underwent a 3 mins rest-
ing EEG recording. The first task involved the presentation
of image stimuli. Participants viewed a series of 12 sets of
images, each containing 20 images. The images were catego-
rized into real OWH and OWOH, with further subdivisions
based on emotional valence. Each image was displayed for
3s, with each set shown for 1 min. After each set, participants
were instructed to evaluate the authenticity of the presented
images by pressing a designated key on the keyboard—*1’
for real and ‘2’ for fake—ensuring a standardized response
format. Following each judgment, a 2 mins rest period was
provided. The audio and text tasks followed the same general
procedure. For the audio task, participants listened to a 1 min
audio clip, and for the text task, they read a 2 mins passage.
After each task, they made a judgment on whether the content
was real or fake, followed by another 2 mins rest period.

Data Preprocessing

Due to issues with Fz electrode, its data was interpolated by
averaging signals from adjacent F3, FCz, F4 electrodes. The
EEG data were re-referenced to a common average to elimi-
nate reference bias (S. Hu, Lai, et al., 2018; S. Hu et al., 2019;
S. Hu, Yao, & Valdes-Sosa, 2018; S. Hu, Karahan, & Valdes-
Sosa, 2018). A 48-52Hz notch filter was applied to remove
power-line noise, followed by a 1-30Hz band-pass filter to
exclude low-frequency drift and high-frequency noise. The
data were downsampled to 250Hz for efficiency, and ICA was
applied to remove artifacts related to eye movements, muscle
activity, and other noise (S. Hu et al., 2025; S. Hu, Ruan,
Langer, et al., 2023; S. Hu, Ruan, Zhang, et al., 2023).

Temporal decoding

As shown in Fig 2, we used Intersubject Correlation (ISC)
to measure the synchronization of brain responses across par-
ticipants while facing the same stimuli, which is particularly
suited for naturalistic stimuli paradigms, as it allows the mea-
surement of neural response consistency across individuals
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Figure 2: The data processing workflow is as follows:(1) Ini-
tially, the EEG data are preprocessed. (2) Subsequently, an
ISC analysis is caculated on the EEG time series to quantify
the degree of synchronization between subjects. (3) Finally,
the EEG signals are filtered into four frequency bands, and
the Phase-Locking Value (PLV) metric is computed to model
the functional connectivity for each frequency band. The re-
sulting four connectivity matrices are then used as input to a
neural network for classification.

without the need for a pre-defined response model (Hasson
et al., 2004). First, for each pair of participants k and [, we
compute the cross-electrode covariance matrix Cy;, which is
given by:

1 T

Y (X () — ) (X (2) —m)" (1)

t=1

Cu =

N

Here, T is the total number of time points, X;(7) and X;(¢)
represent the EEG signals of participants k and / at time point
t, and yy, and ; are their mean signals over time. This covari-
ance matrix reflects the dyadic brain synchronization.

Next, we computed the ISC value for each pair of partici-
pants using the following formula:

Y (K1) - vi) (X (1) - vi)
VEL (60) v EL (1) )2

Here, i denotes the index of the principal component, v;
denotes the principal component vector extracted through
eigenvalue decomposition of the matrix Cy;, which captures
the dominant spatial pattern of neural activity shared be-
tween participants. The formula computes the normalized
covariance between the dual EEG signals projected onto v;,
effectively quantifying the trial-to-trial response consistency

ISCy = @)

(synchronization) along this neurophysiologically meaning-
ful component.

Real vs. AIGC classification

As shown in Fig 2, we first computed the functional connec-
tivity (FC) matrix using PLV, then constructed a dyadic inter-
brain network from this matrix, which was subsequently input
into our proposed SEDSC.

PLV PLV measures the phase synchrony between two sig-
nals within a specific frequency band (S. Hu et al., 2024). The
PLV between two subjects is used to assess the phase cou-
pling of their EEG signals when processing the same stimu-
lus. The formula is as follows:

PLV (¢t Zexp [01(t,n) — 02(t,n)]) 3)

where 0 (¢,n) and 0, (¢, n) are the instantaneous phases for the
n-th channel of each subject, and N is the number of channels.
Finally, the overall PLV for the experiment is averaged over
all time points, which ranges from 0 to 1, with higher values
indicating stronger synchrony.

SEDSC In the cognitive neuroscience-based DeepFake de-
tection using ISC, evident differences across four frequency
bands under different conditions have been observed. This
indicated that each frequency band played distinct roles in
processing real versus DeepFake materials. Accordingly, we
extracted PLV from these four frequency bands and, did not
simply stack the channels, which is different from the RFDSC
model (Wang et al., 2023). We developed an advanced neural
architecture, the Squeeze-and-Excitation-Enhanced Depth-
wise Separable Convolutional Network (SEDSC), as depicted
in Fig 3, which integrated the Squeeze-and-Excitation (J. Hu
et al., 2018) attention mechanism with a Depthwise Separa-
ble Convolutional (Howard et al., 2017) framework to process
these PLV features. The Squeeze-and-Excitation (SE) module
first took the feature vector X; with dimensions 32 x 32 x 4
which is the input vector of the model and performs global
average pooling (Squeeze operation), followed by the excita-
tion operation. This process learned and reweighted the im-
portance of each channel, resulting in a refined feature vector
X, with the same dimensions, 32 x 32 x 4. The reweighted
feature vector X, is then passed through depthwise separable
convolutional layers. Specifically, each of the four frequency
bands in X, is convolved with four 1 x 32 kernels, produc-
ing a feature vector X3 with dimensions 32 x 1 x 4. Next, X3
undergoes pointwise convolution with four 1 x 1 kernels to
yield X4, a feature vector with dimensions 32 x 1 x 4. Fi-
nally, X4 was flattened and inputted into a softmax for bi-
nary classification. However, the previous RFDSC model di-
rectly passed the raw input through depthwise convolution
and pointwise convolution, followed by classification. In
contrast, our model incorporated the SE module, which en-
hanced feature representation before classification. Following
SE-driven reweighting, the refined feature maps are fed into
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Figure 3: Model structure of SEDSC. These four frequency bands are spatially stacked and processed by an attention module to
assign weights, highlighting the most important features for classification. The weighted features are passed through a depthwise
separable convolution network to capture spatial and spectral information, then flattened and fed into fully connected layers for

classification.

the depthwise separable convolutional layers. This efficient
convolutional architecture disentangled spatial and channel-
wise filtering, enhancing the network’s ability to capture sub-
tle inter-frequency dependencies while maintain- ing compu-
tational efficiency.

Result
Temporal decoding

The data were segmented to extract the necessary segments,
and ISC was then calculated. Fig 4 reflects the ISC values
of 28 pairs of participants under different conditions in
the hyperscanning experiment. Paired-sample t-tests were
applied to perform statistical analysis, with all tests corrected
using False Discovery Rate (FDR) method.

Modality Panels a—d of Fig 4 reveals obvious differences
in ISC between the real task and the AIGC task, with distinct
patterns across modalities. In the text and audio modalities,
ISC was consistently higher during the real task compared
to the AIGC task. Specifically, in the B bands, the ISC val-
ues for the real task were significantly greater (p < 0.0001).
In the audio task, ISC differences were observed across both
low and high-frequency bands. The 8 band showed a signifi-
cant difference (p < 0.01), the § band also exhibited signifi-
cant differences (p < 0.05). However, in the image modality,
the pattern reversed: ISC was significantly higher during the
AIGC task compared to the real, specifically in the § band
(p <0.01).

Valence Panels e-h of Fig 4 reveals the ISC results across
different stimuli valence. In the negative valence, ISC in-
duced by real task showed obvious differences across all
frequency bands, with real materials producing consistently
higher ISC compared to AIGC materials. Specifically, the
ISC difference in the B band was highly significant (p <
0.01), and significant ISC differences were also observed in
the other three bands (o, 0, and d), all with p < 0.05. In
the positive valence, ISC induced by real materials showed
strong significances in both the 8 and o bands (p < 0.01),
while the ISC induced by AIGC materials were weaker. In
the neutral valence, no significant ISC differences were ob-

served between real and AIGC materials (p > 0.05). How-
ever, across all tasks, ISC induced by real materials was con-
sistently higher than that induced by AIGC materials.

Animacy Panels i—j of Fig 4 shows the ISC values based
on the animacy as OWH vs. OWOH. In the OWH group, ISC
induced by real materials showed significant differences in
both the 6 and a bands, with differences observed at p < 0.05
in both bands. As there were no significant results in the & and
[ bands, these results were omitted in the figure.

Real vs. AIGC classification

Our proposed SEDSC was compared with RFDSC and the
traditional CNN with kernal 3 x 3, utilizing five-fold cross-
validation. As shown in Tablel, our model achieved much
higher classification accuracy when inputting individual fre-
quency band or all frequency bands, consistently outper-
forming both CNN and RFDSC, with the highest accuracy
reaching 92.42%. Compared to RFDSC, our SEDSC model
achieved improvements of 2.27%, 11.11%, 5.99%, 7.10%,
and 9.69% under the J, 0, o, B, and all-frequency condi-
tions, respectively. Relative to CNN, SEDSC exhibited gains
of 4.21%, 13.79%, 6.77%, 11.67%, and 15.52% across the
five input conditions. This demonstrated that the inclusion
of the attention mechanism enhanced the representation of
the frequency bands, thereby improving the performance of
SEDSC in classification tasks.

Discussion and Conclusion

In this study, we designed an innovative experimental
paradigm, and for the first time integrated DeepFake detec-
tion with EEG hyperscanning. We conducted an experimen-
tal investigation and constructed a dual-subject EEG dataset,
proposing two novel approaches for detecting AIGC. These
approaches leverage both neuroscientific cognitive method-
ologies and advanced neural network for detection, both
yielding considerable results. In the first method, leveraging
neuroscientific principles, we calculated the interbrain neural
synchrony by applying ISC analysis. Under our experimen-
tal conditions, real materials consistently elicited higher ISC
across frequency bands, with the exception that AIGC images
evoked greater ISC. Takagi proposed that AIGC image is ca-
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Table 1: Classification accuracy based on different classifiers

. Rhythm Wave
Classifier
4 (1-3Hz) 0 (4-7Hz) o (8-12Hz) B (13-30Hz) All Frequency
CNN 78.23% £3.15% 69.78% +3.28% 74.56% +3.42% 71.94% +£3.13% 74.89% +£3.27%
RFDSC 80.17% +2.88% 72.46% £3.05% 75.34% £3.12% 76.51% £3.19% 80.72% +2.95%
SEDSC 82.44% +2.41%  83.57% +2.63%  81.33% %3.62%  83.61% +2.69%  90.41% +2.01%

pable of reconstructing visual representations closely aligned
with human brain activity (Takagi & Nishimoto, 2023), and
may consequently elicit stronger neural responses. Although
we did not delve deeply into the underlying neural mecha-
nisms, the results demonstrated differences across all four
frequency bands during the experiment, indicating distinct
neural processing characteristics between brains. Based on
these findings, we performed weighted fusion of the four fre-
quency bands to extract the learning weights of neural net-
work. We then designed a novel depth-separable convolu-
tional neural network based on the Squeeze-and-Excitation
attention mechanism (SEDSC), which weighted feature ex-
traction from the four frequency bands for classification.
Compared with individual frequency bands and spatial stack-
ing of all frequency bands, our network achieved the highest
classification accuracy of 92.42%, which improved the ac-
curacy by 9.69% compared to the RFDSC, further validat-
ing the existence of significantly different neural responses.
This study successfully employed two methods for DeepFake
detection. Both at the level of neuroscience and in terms of
neural networks, distinct patterns were successfully demon-
strated. It provides new ideas and methods for the detection
of AIGC-based DeepFakes.

However, while this study successfully proposed two meth-
ods for AIGC detection based on EEG synchronization and
lightweight neural networks, its scope remains somewhat lim-

ited, as it did not delve deeply into potential influencing fac-
tors. Variables such as different modalities, valence, and an-
imacy could play important roles in the underlying neural
mechanisms. Moreover, our study has focused solely on im-
ages, audio, and text, and future research could expand to in-
clude video as a new modality as it carries more complex and
richer information. And the participant group in this study
was relatively small and homogenous. Future research should
consider exploring more diverse populations. Furthermore, in
addition to ISC analysis, future research could explore alter-
native metrics such as Inter-Subject Functional Connectivity,
weighted Phase Lag Index, and mutual information, which
are capable of capturing more complex nonlinear relation-
ships and information flow structures. And they can partially
suppress volume conduction effects, thus enhancing the com-
prehensive decoding of inter-brain neural synchrony. Morever
there is potential for advancing deep learning models, such as
by incorporating latest network architectures or optimization
algorithms, to improve classification performance and adapt-
ability to diverse data.
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