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Abstract

Large Language Models (LLMs) have been proven useful for various tasks but remain vulnerable to malicious exploita-
tion. Attackers can bypass LLM safety restrictions (”jail”) through carefully crafted ”jailbreaking” prompts. To evaluate
LLMs’ security, researchers proposed various jailbreak techniques based on optimization, obfuscation, or persuasive
strategies. However, these methods treat LLMs as passive persuasion targets, which overlooks LLMs’ ability to rea-
son actively. We propose Persu-Agent, a novel jailbreak framework based on Greenwald’s Cognitive Response Theory.
We focus more on LLM’s internal cognitive processing of a prompt than the prompt itself. Persu-Agent uses the self-
persuasion strategy to guide LLMs in generating justifications and rationalizing responses to harmful queries. The exper-
imental results on advanced open-source and commercial LLMs revealed that Persu-Agent achieved an average jailbreak
success rate of 84%, surpassing existing SOTA methods. Our work provides valuable insights into understanding LLMs’
cognitive traits and contributes to developing safer LLMs.
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