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I INTRODUCTION

Piracy of music on the Internet is an evolving area of the law.
Improvements in technology are making it increasingly easy to
download music, such as MP3 files, with a simple click of the mouse.
It is estimated that, in the past year, more than 750 million tracks were
downloaded illegally, and that every year the music industry in
America looses $300 million due to piracy.' Furthermore, the number
of illegal downloads is expected to triple in the next twelve months.
As the market for music over the Internet continues to grow, the
downloading of music is likely to displace current revenue producing
devices, such as CDs.?

* J.D. Candidate, Fordham Law School, 2001. Mr. Balaban was a Finalist in The
Recording Academy® Entertainment Law Initiative 2000 Legal Writing Contest.

! See Gordon Masson, IFPI’s New Tech Tackles Net Pirates, BILLBOARD, Apr. 1,
2000 at 104. See also Larry Lange, MP3 Compression Opens Recording Industry’s
Coffers to Hackers-Net Pirates Plunder the High Cs, ELECTRONIC ENGINEERING
TIMES, July 21, 1997, stating this number may be lower due to the implementation of
new licensing schemes, however the amount of new and unlicensed web sites
increases every year. See also Before the Committee on International Economic
Policy and Trade, 105th Cong. (1998) (statement of Bruce Lehman, Assistant
Secretary of Commerce and Commissioner of Patents and Trademarks), stating
revenues from all online activities are expected to increase from $278.4 billion in
1996 to $357 billion by 2001.

2 See June Chung, The Digital Performance Right in Sound Recordings Act and
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Before the Digital Millennium Copyright Act of 1998 (DMCA),
there were gaping holes in the legislation that gave recording artists a
right to collect royalties for music distributed over the Internet.> Its
implementation has helped the American Society of Composers,
Authors, and Publishers (ASCAP) and Broadcast Music, Inc. (BMI) to
develop experimental licensing agreements with web sites, but a
consistent standard has not been set.* It is therefore imperative for the
music industry to develop consistent, reliable methods by which to
compensate artists for the distribution of music through the new
medium.

One reason for the lack of a consistent standard is that there are
several Internet services involved in the downloading of music. For
example, a user wishing to download a particular song must access a
web page that contains a copy of it. The owner of the web page,
having acquired the sound recording posted on its site from a third
party, must subscribe to an Internet service provider (ISP) in order to
distribute the music over the Internet. Furthermore, before the sound
recording reaches the user, it is likely to pass through not just one, but
a series of ISP networks.

The law has been unclear as to which of these Internet entities may
incur liability for the infringement of copyrighted music, or under what
circumstances musical works on the Internet require licensing. The
DMCA, a compromise between copyright owners and online industry
representatives limits the liability of ISPs for the first time. Intended
as a model for other countries to follow, the DMCA provides important
technological protection that the music industry should implement in

Its Failure to Address the Issue of Digital Music’s New Form of Distribution, 39
ARIZ. L. REV. 1361, 1382 (1997).

* See Digital Millennium Copyright Act, 112 Stat. 2860 (1998).

* See ASCAP Experimental License Agreement for Internet Sites on the World
Wide Web (visited Nov. 24, 1999) <http://www.ascap.com/weblicense/ascap.pdf>
(providing methods for calculating an annual fee for music usage on a Web site, and
sample license agreement). ASCAP and BMI are performing rights societies. See
also Broadcast Music Inc. (“BMI”) (visited Nov. 24, 1999) <http://www.bmi.com/>
(providing searchable database and music licensing information). See also Frank
Music v. CompuServe, Inc., 93 Civ. 8153 (1995). No. 93 Civ. 8153 (S.D.N.Y. filed
Nov. 29, 1993 (settlement agreement filed Nov. 7, 1995 and approved by order dated
Dec. 19, 1995).
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its efforts to capitalize on the distribution of music over the Internet.’

IL PERFORMING ARTISTS NEED TO BE COMPENSATED FOR MusIC
DISTRIBUTED OVER THE INTERNET.

To understand the need for legislation governing distribution of
music over the Internet, consider the treatment of the song “Bridge
Over Troubled Water” under federal copyright law.® Paul Simon wrote
both the melody and the lyrics of this song. Therefore he is entitled to
exclusive ownership of the underlying copyright.” However, since
both he and Art Garfunkel performed the song, they both have rights in
the “sound recording.”® If “Bridge Over Troubled Water” were to be
played on the radio, unless a specific arrangement had been agreed
upon, only Simon would receive royalties, since he owns the
underlying copyright’ However, both Simon and Garfunkel would
receive royalties from a sale of a CD of the music because both own
the sound recording rights.

The reasoning behind this is that when a radio station broadcasts a
song, it encourages listeners to purchase copies of that song.10 A radio
station is not required to purchase a performance license for a sound
recording because the station is, in effect, providing free advertising for
the performing artists.'! Performing artists, such as Garfunkel, benefit

% See Mo Krochmal, Copyright Bill Expands Fair-Use Rights, TECH WEB NEWS,
Oct. 13, 1998. The DMCA implements two World Intellectual Property Organization
(“WIPQO”) treaties, the WIPO Copyright Treaty and the WIPO Performances and
Phonograms Treaty, both signed in Geneva in December of 1996.

® See Jeffrey A. Abrahamson, Tuning Up For a New Musical Age: Sound
Recording Copyright Protection in a Digital Environment, 25 AIPLA Q.J. 181, 183
(1997).

7 Seeid.

8 Seeid

® Seeid.

19 See KERRY SEGRAVE, PAYOLA IN THE MUSIC INDUSTRY: A HISTORY, -
1880-1991, 3 (1994).
See also, The Digital Performance Rtght in Sound Recordmgs Act, 1995: Hearings
on H.R. 1506 Before the Subcomm. on Courts and Intellectual Property, 104th Cong.
(1995) (noting a statement of Edward O. Fritts, President and CEO, National
Association of Broadcasters).

""" See Trotter Hardy, The Internet and the Law: Copyright and “New-Use”
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from airplay of the song through additional album sales, in the form of
CDs, tapes, and records. Traditionally, owners of sound recording
rights have had to rely on revenue from the sale of albums for
compensation. However, delivery of music over the Internet has begun
to displace these sales, leaving owners of sound recording rights with
the need to be compensated for music distributed through the new
medium.

Like a radio broadcast, the Internet provides advertisement for
performing artists, but unlike radio, it also delivers a copy of the music
to the listener. Since it is less likely that a person possessing a
downloaded copy of the music will also purchase an album, a
performing artist, such as Garfunkel, is likely to remain
uncompensated for a work delivered over the Internet. In order to
promote the continued creativity of performing artists, these artists
should be compensated for works distributed through the Internet.
ASCAP and BMI have consistently been strong advocates of this
position.'2

III. LEGISLATION GRANTS MUSICIANS A PERFORMANCE RIGHT TO
AID IN COMPENSATION.

Rights in sound recordings placed on the Internet were first granted
to musicians in the Digital Performance Right in Sound Recordings
Act of 1995 (DPRSRA). The DPRSRA was the first act to
specifically address the implications of digital transmissions of
music.'® It increased protection for owners of sound recording
copyrights in order to compensate for a shift in the distribution of

Technologies, 23 NOVA L. REV. 657, 659 (1999).

12 See Comments of the American Society of Composer’s, Authors and Publishers
on the Preliminary Draft of the Report of the Working Group on Intellectual Property
Rights, submitted and filed with the U.S. Patent and Trademark Office on September
7, 1994 (Comments filed on behalf of Marilyn Bergman, President, ASCAP, on the
Green Paper by the Working Group on Intellectual Property Rights and the National
Information Infrastructure); Before the Subcommittee on Courts and Intellectual
Property of the House Committee on the Judiciary (1996) (statement of Frances
Preston, President and CEO Broadcast Music, Inc.) visited (Nov. 18, 1999)
<http://www.house.gov/judiciary/462.htm>.

* 109 Stat. 336 (1995).

14 See supra note 2 at 1365.
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music from physical recordings to digital recordings.'” Specifically,
the DPRSRA extended the rights of recording artists to include “digital
phonorecord deliveries” over the Internet.

Unfortunately, the DPRSRA failed to recognize certain
transmissions such as digital audio broadcasts and independent bulletin
board services that do not charge a fee for access.'® It also imposed
limitations on the circumstances under which a copyright owner could
enforce his rights. For example, the DPRSRA required a “specifically
identifiable reproduction” of the music in order for rights to be
invoked. Although finding web pages posting illegal copies of music
for download is relatively easy, tracing specific transfers and
reproductions of music from a web page to an individual user is
difficult, if not impossible. Thus, many transmissions of music were
exempt from liability under the DPRSRA.

The DMCA modifies the requirements in the DPRSRA and helps
to fill in the gaps that it left. Under the DMCA, artists now own a
“performance right” in certain sound recordings transmitted over the
Internet.'” Furthermore, ASCAP and BMI have, to date, successfully
argued that every transmission of a sound recording, other than private
e-mailings, constitutes a public performance protected under the
DMCA and the DPRSRA.'®

Music can be transmitted over the Internet either through
webcasting or in individual sound files."” Webcasting (also known as
audio streaming or broadcasting), is the continuous broadcasting of
music over the Internet by an ISP.?° Webcasting is analogous to radio

15 Seeid.

18 See supra note 6 at 226.

17 See Mark Radcliffe, Digital Millennium Copyright Act: Forging The Copyright
Framework For The Internet: First Steps, 557 PLI/Pat 365, 369 (1999). Performance
rights and statutory licenses now extend to certain webcast transmissions of sound
recordings.

'8 See supra note 12, at 12-17. See also Stephanie Haun, Musical Works
Performance And The Internet: A Discordance Of Old And New Copyright Rules, 6
Rich. J.L. & Tech. 3, 21 (1999).

" See Carolyn Andrepont, Digital Millennium Copyright Act: Copyright
Protections For the Digital Age, 9 J. ART & ENT. L. 397, 407 (1999).

0 Seeid.
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broadcasting in that music is broadcast over the Internet for immediate
listening. However, unlike radio, it is possible to make digital
recordings of these broadcasts that are of the same quality as an
original.

Individual computer files are compressed recordings of music that
take up only a small amount of memory on a computer. Popular
formats for these recordings are MP3, a2b, RealAudio, and Liquid
Audio files.?! These files contain sound recordings that can be listened
to repeatedly, much like CDs or tapes.?

Traditionally, only performances made available to a public
audience are subject to copyright law.2> ASCAP has argued that the
public audience for a sound recording placed on the Internet does not
need to be located in one place, or even one time.** Since music on the
Internet can be downloaded at the convenience of the listener through
interactive retrieval services, music need not be broadcast to several
listeners at a given time in order to constitute a performance. It is
enough that a substantial number of listeners will, over time, access the
recording.

IV. ISPS ARE LARGELY INVOLVED IN THE TRANSMISSION OF SOUND .
RECORDINGS.

A technical definition of the Internet is that it is the set of all
interconnected ISP networks - the collection of several thousand local,
regional, and global computer networks interconnected.”’>  The
interrelationship of these networks has made it difficult for the music
industry to patrol the Internet for infringement of sound recordings.
For the first time, the DMCA defines the role of ISPs.

2! See Neil J. Rosini and Howard M. Singer, Music and The Internet, 545 PLI/Pat
865, 871 (1991).

2 Seeid. at 408.

#  See 17 U.S.C. § 106(4) defining public performance: to perform or display the
“copyrighted work publicly” means: (a) to perform or display it at a place open to the
public or where a substantial number of persons are gathered, (b) to transmit or
otherwise communicate a performance or display of the work to a place specified by
clause (a) above or to the public, by means of any device or process.

* Seeid

2 See DANIEL P. DERN, THE INTERNET GUIDE FOR NEW USERS, 16 (1994).
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Under the DMCA, an ISP is defined as a service that provides
access to the Internet for its subscribers.?® ISPs may also provide e-
mail, chat room, and web page hosting services.”’ An ISP may allow
direct access to a sound recording residing on its own computers, direct
access to a sound recording located on a web site on the ISP’s network,
or provide links that point to a sound recording residing on the network
of another ISP. Copies of a sound recording may reside in the cached
memory of any ISP network through which the recording travels before
delivery to a user.

In its controversial “White Paper” in 1995, the Presidential
National Intellectual Property Information Task Force set forth a
number of reasons for holding ISPs, as opposed to web sites, liable for
the infringement of copyrights. Namely, ISPs may be in the best
position to know of and stop the infringing activities of their clients.”®
ISPs have a business relationship with the infringing parties, web site
owners, through which they have the right and ability to control the
infringing actions, and at the same time stand to receive a direct
financial interest from the relationship.”® The willful ignorance of
copyright infringement by an ISP contributes to the piracy of music by
providing the means of distribution.

ISPs make money from the distribution of music over the Internet.
Web sites that store downloadable music attract more online users.
More online users means that more and more people are paying ISPs
for access to the Internet. ISPs can also collect more money from

% See Mary Ann Shulman, Internet Copyright Infringement Liability: Is An
Online Access Provider More Like a Landlord or a Dancehall Operator?, 27
GOLDEN GATE U. L. REV. 555, 555 (1997).

7 Seeid.

#  See Bruce A. Lehman, Information Infrastructure Task Force, Working Group
On Intellectual Property Rights, White House Information Infrastructure Task Force,
Intellectual Property And The National Information Infrastructure: The Report Of
The Working Group On Intellectual Property Rights at 114 (1995) (visited Dec. 1,
1999) <http:// www.uspto.gov/web/offices/com/doc/ipnii/>.

» See Religious Technology Center v. Netcom On-Line Communication
Services, Inc., 907 F. Supp. 1361, 1375 (N.D. Cal. 1995). Recent case law suggests
that this relationship may no longer constitute vicarious liability for an ISP although
it may support contributory liability, but c.f. Fonovisa, Inc. v. Cherry Auction, Inc.,
847 F. Supp. 1492, 1494 (E.D. Cal. 1994).
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advertisements placed on their sites as premiums increase with
popularity. Therefore ISPs make larger profits due to a greater demand
for their services. These profits should not come at the expense of
recording artists.

One of the biggest problems in enforcing sound recording
copyrights on the Internet is locating the infringing parties.”® There are
millions of web sites. Many are posted under aliases or web names.
Tracing information transfers from these sights to end-users is difficult,
if not impossible. Holding ISPs responsible provides a centralized
target for reaching the infringing parties and may be the only practical
way to locate infringing parties.’'

V. ISP LIABILITY IS LIMITED UNDER THE DMCA.

In consideration of online service providers, however, the DMCA
does not open up ISPs to unlimited liability for the infringement of
sound recordings and does not require them to police their sites. The
DMCA provides for strict liability for infringement of copyrights, but
provides four categories that limit the circumstances under which
infringement occurs. These categories, specified as “safe harbors,” are:
1) “Conduit Functions,” 2) “System Caching,” 3) “User Storage,” and
4) “Information Location Tools.”*?

The “Conduit Function” provision limits an ISPs liability for
routing sound recordings from one point to another.>* This safe harbor
resolves the discrepancy in case law between Religious Technology
Center v. Netcom and Playboy v. Frena>* The court in Netcom
dismissed the possibility of direct or vicarious liability for an ISP that
provided Internet access for a web site that illegally distributed music

3 See Timothy L. Skelton, Comment, Internet Copyright Infringement and
Service Providers: The Case for a Negotiated Rulemaking Alternative, 35 SAN DIEGO
L. REV. 219, 246 (1998).

3 See Trotter Hardy, supra note 11, at 672.

2 See 112 Stat. 2860 (1998). See also 17 USCA § 512(a).

3 See Carolyn Andrepont The Digital Millennium Copyright Act of 1998, U.S.
COPYRIGHT OFFICE SUMMARY, Dec. 1998, at 9.

3 See Playboy Enter. Inc. v. Frena, 839 F. Supp. 1552 (1993); Religious
Technology Center v. Netcom On-Line Communication Services, Inc., 907 F. Supp.
1361 (N.D. Cal. 1995).
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over the Internet. It held that an ISP is guilty of only the lesser
transgression of contributory infringement. This contradicted the court
in Frena, which found direct infringement for a bulletin board service
that, without knowledge of the infringement, provided Internet access
for a subscriber who illegally posted copyrighted photographs from
Playboy onto the Internet. Under the DMCA, a transmission that
occurs automatically, without any selection of material by the ISP, will
not subject an ISP to liability. This codifies the decision in Netcom and
makes it harder to hold an ISP liable for distributing illegal sound
recordings over the Internet.*®

“System Caching” allows an ISP to make a temporary copy of a
sound recording in order to provide quicker access for its users.*®
Courts have not yet addressed the copyright implications of permitting
an ISP to temporarily fix a copy of a sound recording on its computer
system. ISP’s argue that fixation is necessary in order to speed up
usage. However, the court in Mai Systems Corp. v. Peak Computer
held that a work fixed in a tangible means of expression is one that is
sufficiently permanent or stable to permit it to be perceived,
reproduced or otherwise communicated for a period of more than
transitory duration.”’ Using this definition, cached sound recordings
might have been prohibited under the Copyright Act of 1976.
However, under the DMCA, an ISP must limit access to the sound
recording to only those people who satisfy the conditions imposed by
the individual who posted it.*® If the conditions are broad, then this
may allow persons other than the intended recipient to access the sound
recording.

“User Storage” provides the least protection for sound recordings,
and may be the most far reaching in terms of the ISP functions to

35 See Jennifer E. Markiewicz, Seeking Shelter From the MP3 Storm: How Far
Does the Digital Millennium Copyright Act Online Service Provider Liability
Limitation Reach?, 7 CommLaw Conspectus 423, 436 (1999).

%  See Tamber Christian, Internet Caching: Something to Think About, 67 UMKC
L. Rev. 473, 477 (1999).

7 See Mai Systems Corp. v. Peak Computer Inc., 991 F.2d 511, 518 (9th Cir.
1993).

% 17U.8.C. § 101 (1976).

¥ Seeid. at § 512 (b)(2)(D).
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which it applies.*® It insulates an ISP from liability for storing a copy
of an infringing sound recording on its system at the direction of a third
party. This reinforces the contributory liability standard suggested in
Netcom. Under this safe harbor an ISP could store an illegal copy of a
sound recording on its network and allow the average user to access it.
The only requirements for limited liability are that the ISP must not
have actual knowledge or reason to know that the sound recording is
infringing, and may not receive a direct financial benefit from having
the infringing material reside on its system.

Finally, the “Information Location Tools” provision limits an ISPs
liability for providing hyperlinks, online directories, and search engines
that link a user to unauthorized copies of sound recordings.*’ The
extent of protection for sound recordings under this section is unclear.
For example, Lycos, a popular web site operator and search engine,
claims that it is immune from copyright liability under the DMCA.*
Lycos argues that it is immune because it does not physically store the
sound recordings on its servers, but merely provides a link to the
location of such files to its users. Napster, another search engine,
makes similar assertions.”> Although the RIAA has filed suit against
Napster, it is still undecided whether search engines, like those
developed by Lycos or Napster, qualify for limited liability under this
provision of the DMCA.

V1. THE BLACK BOX PROVISION MAY PROVIDE A SOLUTION FOR THE
PROTECTION OF SOUND RECORDINGS.

In general, an ISP needs to fulfill two requirements in order to
qualify for limited liability under a safe harbor provision. First, an ISP
must adopt, reasonably implement and inform its subscribers of its
termination policy for repeat infringers.*® Second, the ISP must
accommodate and not interfere in any manor with “standard technical

@ Seeid. at § 512(c).

N1 Seeid. at § 512(d).

42 See Jennifer E. Markiewicz, supra note 35, at 425,

4 See Eric Boehlert, Artists to Napster: Drop Dead! (visited March 30, 2000)
<http://www.salon.com/ent/feature/2000/03/24/napster_artists/index.html>.

4“4 See 17 U.S.C. § S123)(1)(A).
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measures” designed to protect or identify copyrighted works.*’ The
second requirement, also known as a “black box” provision, may
provide important protection for sound recordings by prohibiting the
circumvention of technological methods, such as encryption or
watermarking, that control access to a copyrighted work.

Encryption is like an electronic lock.*® It can prevent persons that
do not have the correct key, or password, from listening to a sound
recording. The downside to the encryption of sound recordings is that
once the correct password has been found it can be passed on along
with the recording, rendering the encryption useless.

Watermarks, on the other hand, are inaudible additions to music
that inform devices that play music of the authenticity of a recording.*’
Watermarks can be used by search engines to determine which sound
recordings are original and which are illegal copies. They can also
provide a trail by which owners of sound recordings can trace the
distribution of unauthorized copies throughout the Internet.
Furthermore, watermarks cannot be removed from a sound recording
without a conspicuous degradation in the quality of the recording.

Watermarking and other technological advances are available and
can provide new, secure methods for the downloading of music.”® This
technology can give the music industry increased control over copies
of music. For example, listeners may be permitted to make a copy of
downloaded music only for their own use, or perhaps to give to a
friend.** Technology can also make a recording available only for a
limited time period. It is conceivable that an industry standard could
be set such that portable players would only play recordings that
contain legitimate watermarks.”® AT&T, the originators of a2b, and

¥ See id. at § 512(i)(1)(B).

% See Rosemarie F. Jones, Wet Footprints? Digital Watermarks: A Trail to the
Copyright Infringer on the Internet, 26 PEPP. L. REV. 559, 572 (1999).

47 See id. at 569.

%  See supra note 21 at 871.

¥ Seeid.

% See RIAA, FAQ About DMAT and SDMI (visited March 29, 2000)
<www.riaa.com/tech/tech_pr.htm>. The Secure Digital Music Initiative (SDMI), a
forum of more than 160 companies and organizations representing a broad spectrum
of information technology and consumer electronics businesses, is attempting to
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Liquid Audio have experimented with secure digital downloadin
techniques that incorporate technology that would make this possible.’

VII. EXPERIMENTAL LICENSES DO NOT INCORPORATE TECHNICAL
MEASURES.

In accordance with the DMCA, ASCAP and BMI are developing
experimental blanket licenses for web site owners.’> The licensing
plans charge rates that depend on the extent to which web site contains
sound recordings. For instance, under BMI, a site that contains only
music may wish to be charged a flat fee of 1.75% of gross revenues for
the entire site. However, a web site that provides music and books
may choose to separate these areas of the web site for licensing
purposes. The license would then cost 2.75% of the revenues earned
solely by the music area. Since black box measures have not yet been
fully incorporated into the protection of music, these licenses provide
the advantage that ASCAP and BMI do not need to keep track of
individual transmissions of sound recordings over the Internet.
However, they still have the difficult if not impossible task of locating
and shutting down web sites that have not purchased licenses.

VIII. CONCLUSION

The DMCA severely limits the liability of ISPs for their
participation in the transmission of sound recordings over the Internet.
This may have far-reaching implications since the DMCA is intended
to provide a model for other countries to follow.>> The best protection
provided for music under the DMCA may come from the black box
provision that prevents an ISP from interfering with technical measures

implement an industry wide watermarking standard for devices that play music. New
music to be distributed will contain watermarks. Compliant devices will be able to
play these files, in addition to the existing MP3 files.

3t Seeid.

52 See ASCAP (visited Dec.6, 1999) <www.ascap.com/weblicense/webfag.html>
and BMI (visited Dec. 6, 1999) at <www.bmi.com/iama/webcaster/webans1.asp#8>.
A blanket license from ASCAP gives a web site the right to use any song in
ASCAP’s repertoire.

%3 See Krochmal, supra note 5.
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designed to protect or identify copyrighted works.>* Implementation of
technical measures could make it substantially easier to identify and
track illegal copies of music.

% See 17 U.S.C. § S12(i)(1)(B).






